EU Platform

for Intelligent Cities ) 7__,/'/
Project Acronym: EPIC

Grant Agreement number: 270895

Project Title: European Platform for Intelligent Cities

[Deliverable 4.1B: Platform delivery with testing Report &
Service Catalogue]

Version: 2.0
Authors:
Margarete Donovang-Kuhlisch (IBM) Philippe Perennez (NAV)
Wilhelm Stoll (IBM) Joshua Cooper (HIL)
Bill Hymas (IBM) Ravi Coote (FKIE)
Jaikishan Lakhan (IBM) Pavlos Kranas (NTUA)
Jonas Freiknecht (IBM) Wouter Van den Bousch (IBBT)
Reviewers:
Keith Osman (BCU) Andreas Menychtas (NTUA)

Project co-funded by the European Commission within the ICT Policy Support Programme

Dissemination Level

P Public

C Confidential, only for members of the consortium and the Commission Services




EPIC T Deliverable D4.1 -

Revision History

Version Date Author Organisation Description
0.1 01/02/12 | Wilhelm Stoll IBM ITOC
0.2 29/02/12 | Wilhelm Stoll IBM Version for Review
0.3 23/04712 | Wilhelm Stoll IBM Adapted versioffiollowing reviewer's
comments
0.4 14/05/12 | Wilhelm Stoll IBM Contributions of project partners
(NTUA, ATC, IBBT) added
0.5 17/05/12 Andreas" NTUA Internal Review remarks
Illﬂei?hyggasan BCU
1.0 17/05/12 | Wilhelm Stoll IBM Processi ngmarksande

editing final version

2.0 20/06/12 | Wilhelm Stoll IBM Test cases for the urban planning
application service have been added
chapter4.3.2.2

Test results from integration testing
have been added in chapte4.2

Feedback loop to WP3 isoutlined in
chapter4.4.3

Chapter3.6 on ServiceCatalogue
revised

Statement oforiginality:

This deliverable contains original unpublished work except where cl
indicated otherwise. Acknowledgement of previously published mat
and of the work of others has been made throagpropriate citation
quotation or both.

© EPIC Consortium 2 Version 2.0- 23/06/2012



er

ICT,
EPIC T Deliverable D4.1

Table of Contents
1  Executive Summary 7
2 Introduction 8
3  EPIC Platform Delivery 11
3.1 The EPIC Cloud Platform 12
3.2 System Topology 13
3.3 Software Products 14
34 Portals, Portlets and Portal Servers 14
3.5 Platform Deployment Services 15
3.5.1 Deployment of web services (.war files) in Portal 15
3.5.2 Calling a service in service catalogue from the portal 15
3.6 Smart City Services Catalogue 17
3.6.1 The Business Need for a Service Catalogue 18
3.6.2 Protocols and APIs 20
3.6.3 EPIC Service Catalogue Use Example 24
3.7 User Management Services 32
4  Testing 34
4.1 General Testing Modology/Approach 34
4.2 EPIC Testing Approach 35
4.2.1 Properties to be tested 37
4.2.2 How will the test be executed 37
4.2.3 Test Environment 37
4.2.4 TestCoverage 37
4.2.5 Test Purposes 37
4.3 Test Cases 41
4.3.1 EPIC Platfom 42
4.3.2 Pilot Application Services 45
4.3.3 User Management 54
4.4 Test Reports 65
4.4.1 TestPhasel 65
4.4.2 Test Phase 2- System Integration Test 68
4.4.3 Handling of issues 71
5 Conclusions 72
Annex A User Management 73
Al Requrements 73
A2 Implementation Method 73
A.3  Data Structure 74
A.4  Pilot Acces to User Data 75
A5 UserInteraction Logging 75
A.6 Pilot Access to Underlying Data 76
A7  Database 78
A.8  The basic Web ®éce 78
A9 Epic Usage History 78
A.10 Pilot User Interaction Log 81
A.11 Courtesy Title 83
A.12 Languages 84

© EPIC Consortium 3

Version 2.0- 23/06/2012



EPIC T Deliverable D4.1

ICT

A.13 Gender 85
A.14 Pilot Languages 86
A.15 Pilot Roles 90
A.16 Pilot Specific Data Type 91
A.17 Pilot User Age Group 94
A.18 Pilots 96
A.19 User Contact Data Private 99
A.20 User 100
A.21 User Data Pilot Becific 107
A.22 User Pilot Access 111
A.23 Conclusions 115
© EPIC Consortium 4 Version 2.0- 23/06/2012



E pﬁ icT
EPIC i Deliverable D4.1 -
List of Figures

Figure 1: Enterprise architeCturgationShips.............eveiiiiiiiiiiiieeeieeeeeeeee e 8
Figure 2: Platform delivery methodology..........ccoovivriiiiiiieee e 8
Figure 3: IBM Smart Cloud Login SCreen..........ccccuuuiiiiiiiiiieeeiiiieiieee e 12
Figure 4: EPIC platform topology........cooeeeeeiiiiieeeeeeee e 13
Figure 5: Integration of web services into a partal..............oovvviiieeciiiiiiiiin. 16
Figure 6: EPIC Service Catalogu&he Login Page..........cccceeeeeeiiiiivieeeiiieee e 25
Figure 7: EPIC Service Catalogu&he Start Page.............ccccvvvviviiimeeiiiiiiiiiiinneee 26
Figure 8: EPIC Service Catalogué&ervice Discovery Configuratian..................... 27
Figure 9: EPIC Service Catalogukist of FKIE ServiCes...........cccuuvviiiiiiiiiieesiinnnne. 28
Figure 10: EPIC Service Catalogué-KIE Service OVErvieW............ceeeeeeeeeeeeeeeeennns 29
Figure 11: EPIC CatalogueFKIE Service WSDL...........coooiiiiiiiiiiiieene i 30
Figure 12: EPIC Service Catalogu€&KIE Service Graphical View...............ccc........ 31
Figure 13: EPIC Service Catalogud=clipse with WSRR PIUWN........covvvviviiiiiiinnnnne 32
Figure 14: EPIC Testing APProach..........cccoiiiiii i e e eeeeee e 36
Figure 15: Test Case EXamMPLe.........oueiiiiii e 41
Figure 16: Mouse navigation for the urban planning service................ccccoeeeennnll 66
Figure 17: User management data StrUCIULES...........eveeiiiiiieeciiiiiiiieeeeeeee e e 74
Figure 18: PilotRoles and PileSpecificData TYPES......cceeviieeeeieeiiiiiiieeeieeeee e 76
Figure 19: PIlot USEr GrOUPS......ccutiiiiiieieeie i it 77
Figure 20: Create User POrtlet..........ccooiiiiiii e eeeeeeeeeee e 17
Figure21: Group Permission POrtIeL. ... 78
List of Tables

Table 1: Relocation ApplicationTest ReSUItS.............coiiiiiiiiiiiicceie e 68
Table 2: Relocation Application Severity of detected erras...........cccccevvvvvvvvicemnnnn.. 70
Table 3: Urban Planning Test RESUIS.............ouuiiiiiiiiiiec e, 70
Table 4: Urban Planning ApplicatianSeverity of detected erros.............ccccevvvvvennnn 71

© EPIC Consortium 5

Version 2.0- 23/06/2012



23]

EPIC T Deliverable D4.1

ICT

List of Terms and Abbreviations

BCU Birmingham City University

DOW Document of Work

EPIC European Platform for Intelligent Cities

EU European Union

FKIE FraunhofeirGesellschaft zur Férderung der Angewandten Forschung E.V.
Hil HildebrandTechnology Limited

laaS Infrastructure as a Service

IBBT Interdisciplinary Institute For Broadband Technology
IBM IBM Deutschland GMBH

NAV Navidis

NTUA National Technical University of Athens

PaaS Platform as a Service

POI Point of Interest

RPWS Remote Portlet Web Services

SaaS Software as a Service

SME Small and Medium Enterprise

SOA Service Oriented Architecture

SUT System Under Test

uDDI Universal Description Discovery and Integration
URL Uniform Resource Locator

WPS WebSphere Port&erver

WSDL Web Service Description Language

WSRR | WebSphere Service Registry and Repository

© EPIC Consortium 6

Version 2.0- 23/06/2012



EPIC T Deliverable D4.1 -

1 Executive Summary

As Europe develops towards a politically and economically integrated bgéncies,
organisations and enterprises from various nations face the challenge of having to
collaborate and proveland share information and services to achieve common goals and
to implement the reality of the EU Single Market. Therefore, EPIC nurtineesotion of

a horizontal opesstandards based SOA foundation for city service delivery to citizens,
business and other administrations alike.

In work package 2, we have identified the requirements defined by end users and service
providers that inform th platform design and the service delivery through the EPIC
portal leveraging the web service catalogue underpinning the pilots.

In work package 3, we have designed the EPIC platform as a flexible and scalable
hosting foundation for smart city services. darticular, EPIC addresses as a pilot the
requirement of crossountry collaborative relocation services for citigeanoving from

one city to another across the EU Member States.

The purpose of this document is to describe theah platform delivery,ite deployment
and testing of the pilot applications as well as the population of the web service catalogue
as it presents itself before the pilots are fully deployed.

The structure of this document is as follows: in the introduction of chapter 2, we briefl
describe the underpinning methodology for platform delivery and service deployment.
Chapter 3 gives an overview of the platform (topology, SW products included, etc.) and
documents platform delivery and platform service deploynfsaditionally descriptbns

of the user management and the service catalogue are Givapter 4 handles the EPIC
testing approach (methodology, test cases letchapter 5we conclude with a brief
summary.Details on the user management are included in the annex of theralelie

Due to some delay in pilot application development and deployment on the platform not
all information needed for this document has been available when this version of the
deliverable has been written (where the service deployment was shortly before
completion). Thus information on test cases used for testing after deployment, the
resulting test reports are still missingurthermore the service catalogue must be
populated according to the deployment experience. All this information will be added as
soon as available in the annex of this document resulting in deliverable 4.1b.

According to the comments given by the reviewers in the second project review the
following changes have been made to the document:

1 Test cases for the urban planning applicatervice have been added in chapter
4.3.2.2

Test results from integration testing have been added in cldapt2r
Feedback loop to WP3 @utlined in chapte4.4.3

Chapter3.6 on Service Catalogue revised

© EPIC Consortium 7 Version 2.0- 23/06/2012
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2 Introduction

Architecting complex systems and operational enterprises demands an dexagor

capacity to understand and manage complex relationships. A thorough understanding of

the enterpriseds architecture is crucial to
and maintenance of evolving systems.

Requirements and Acquisition Process

Integrated Architectures

Acquisition Capabilities Roadmap
Decision Points & Investment Strategy

Capahility Gap
Requirements Analysis

Investment Capabilities
Strategy Roadmap

Figure 1: Enterprise architecture relationships

Therefore, the EPIC platform delivery and establishment of the EPIC service catalogue
follows a proven methodology:
(1)

Determe the

intended use of

the architecture

Build the

application

Determine Determine

Determine scope

services to be
built

characteristics t

of architecture )
services

be captured

Figure 2: Platform delivery methodology
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Step 1: Determine the intendedise of the architecture.

In most cases, the luxury be enough time, money, or resources to builddown, alt
inclusive architecturesloes not existArchitectures, therefore, should be built with a
specific purpose in mindvhether the intent is busis® process reengineering, system
acquisition, systerof-systems migration or integration, user training, interoperability
evaluation, or agile new service development. Before beginning to describe an
architecturean organization must determine as speaifyjcas possible the issue(s) the
architecture and the platform awgended to explorethe questions the architecture is
expected to help answer, and the interests and perspectives of the audience and users.

Step 2: Det er mi ne t hmetextaendrdnmente and any @hirsasssmptiopseq be ¢ o
considered.
Once the first step has been completkd,prospective content of the architectcae be
determined. Items to be considered include, but are not limited to, the scope of the
architecture (aevities, functions, organetions, timeframes, etc.), the appropriate level
of det ai | to be captured, the architecture
operational scenarios, situations and geographical areas to be considered, the projected
cost, and the projected availability and capabilities of specific technologies during the
timeframe to be depicted. Projeoanagement factors that contribute to the
determinations include the resources available for building the architecture as well as the
resources and level of expertise available for analysing the architecture.

Step 3: Determine which requirements the architecture needs to address.

Care should be taken to determimbich requirements need to be described in order to
satisfy the purpose dfie architecture

Care should also be taken to predict the future use of the architecture so that, within
resource limitations, the architecture can be structured to accommodate future tailoring,
extension, or reuse

Step 4: Determine which views should & built.

Depending on steps one through three, determvimeh products and services to build
and what information must be gathered to build the templates for them.

Step 5: Build the requisite products.

Build the required set of architecture products aopg@ulate the service cataloguko
facilitate integration with other architectures, it is critical to include all depictions of
relationships with these.

Care should be taken to ensure that the service templates built are consistent and properly
interrdated.

This deliverable describes different aspects of the EPIC project:
1 EPIC platform deployment
1 Service Catalogue
1 User Management
1 Testing approach with testing reports

© EPIC Consortium 9 Version 2.0- 23/06/2012
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At the time the deliverable has been written, testing of EPIC is ongoing asdpiletsan
extended sequence of testing cycles with clagedp and opegroups of endisers.
This document focuses on the testing approach that will be adoptedstit@am during
iterative useiin-the-loop testing. A summary of resulting test reports Wédladded as an

addendum to this document as they become available following each cycle of user and
technical testing.

© EPIC Consortium 10 Version 2.0- 23/06/2012
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3 EPIC Platform Delivery

The EPIC Platform has in this instance been implemented using the IBM SmartCloud
Enterprise Solution, as this is @oven industrial strength platform providing high
performance and high scalability. However, the egi@amdards approach utilised in the
EPIC project ensures that the EPIC platform model developed within this project could
be readily deployed onto othesmmercial cloud platforms with no vendor leick

The IBM cloud computing ecosystem includes Infrastructure as a Service (laaS),
Software as a Service (SaaS) and Platform as a Service (PaaS) offered through public,
private and hybrid cloud delivery modelin addition to the underpinning components
necessary to build such clouds. The tools used provide an agile cloud computing
infrastructure as a service (Iga8esigned to provide rapid access to securdly,
enterpriseclass virtual server environmentsvell suited for development and test
activities and other dynamic workloads to meet the needs of business and public bodies.

The EPIC clouebased service delivery platform starts with the physical hardware of the
cloud computing platform. The platformgsides builtin support for virtualization based

on IBM WebSphere to support a variety of oandards for programming and
virtualization. The Management layer provided the tools to regulate application images
with automated dynamic provisioning and -mtevisioning of resources, monitor
operations and meter usage while tracking costs and allocating billing. For EPIC this is
provided by I BM6s Tivol i mi ddl eware. The
for cloud computing, primarily services oistances of code that can be executed to meet
specific business needs, including cloud based collaboration, development and test,
application development, analytics, businesbusiness integration, and security.

© EPIC Consortium 11 Version 2.0- 23/06/2012
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3.1 The EPIC Cloud Platform

The EPIC Platforms hosted on the IBM SmartCloud
portal through which the cloud operator manages

which provides a management
and maintains all of the cloud

operations and services delivered by the cloud. Within the EPIC project, the EPIC
platform will be managed by IBM dfawho perform the role of the City Administration
or outsourced service provider. An example of the Management Login screen is shown in

Figure 3.

@ IBM SmartCloud Enterprise - Overview - Mozilla Firefox: IBM Edition =)<
File Edit View History Bookmarks Tools Help
| Slashdot: Mews for nerds, stuff that ma. | mK\ng's son-in-law testifies in fraud scand.... | HIEM SmartCloud Enterprise - Overview x | W/ Wikipedia, the free encyclopedia | + |
@_ i m ibm.com | https:/ fwvn-147.ibm.com/cloudienterprisefreLoginServlet?logout=trus# C g~ ). A s I
|H£| Mast Visited IBM Business Transfor... IEM Global Print IBM Internal Help Hom... m IBM Standard Softwar... .’f Search the Web with ... IEM IEM
ome-
i Overview
Sign in
Enteryour User ID and passwaord, and click Submit 1o sign in
User ID: hymasi@de ibm.com (e.o., joei@us.lbm.com;)
O 8 ¥ % 8
Passwori: esssssss
= Learn more
0 Submit
= Register = Forgot password?
= IBM's official Cloud
Computing site
= IBM SrmantCloud
Enterprize information
= Support community
5 Mew to Cloud
Cormputing?
|BM Rethink IT. Reinvent business. Easy-to-deploy cloud computing solutions from (B, ~ \ | / -
SmartCloud Leam more at jbm.com/smartcloud m
i ’9.- i
About IBM Privacy Contact Terms of use Accessibility 1BM Feeds Jobs [l

Figure 3: IBM Smart Cloud - Login Screen
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3.2 System Topology

The following diagrangives an overview of the EPIC Platform topology.

Dmgr WPS profile/node:
o

Managed WPS profile/node; nodaagant Managed WPS profile/node; nodeagant
WpsN1Test WpsN2Test
Wps Massaging WipsN1Tast0 Wips Massaging WpsN2Tast 0
SCA Sy SCASYSME SCA Suppart SCASYSME
SCAAPPME CEIME SCAAPPME CEIME
VWips.SupportWipsN 1Tes1 .0 Wps.Support WipsN 2Test .0
SCA Sy CEl Sarver SCA Support CEl Sarver
5% Managar 59C Exglorar 5R Managar 5PC Sxplorar
SPCE Comactor SPCECamector  REST
5PC Ragaring 5PC Ragorting
agetWpsN1Tes10 Wps AppT argt WipsN2Tes10
SCA Suppart SPCComainar SCA Support
TaskComanar
BSpaca SSpaca
S A Systam 5us P
» | BRCBUS
s _cams B>

Standalone WSRR profile:

WarrN1Test W WaTN1Test0
Standslone WAS profile:
RisNiTest e

JRULESDB

Figure 4: EPIC platform topology

The diagram shows the WebSphere Process Server (WPS) instances, database server
instance and the portal server instance. The instance Pi®eesses is the "primary”
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application server (WPS). This one has the deployment manager configured in it. This is
what is aware of and manages a cluster of application servers. The Process Server2
instance is the other member of the cluster. Each séag&ra node agent. The node
agents manages all the application servers under it on the particular server. There are
three application servers that are clustered together.

The clustered application servers are:

1. Wps.Messaging (made @ps.Messaging.WpsN1Test.0 and
Wps.Messaging.WpsN2Test.0 application servers)

2. Wps.Support (made of Wps.Support.WpsN1Test.0 and
Wps.Support.WpsN2Test.0 application servers)

3. Wps.AppTarget (made of Wps.AppTarget. WpsN1Test.0 and
Wps.AppTarget. WpsN2Test.0 ajmaltion servers)

Think of Wps.Messaging, Wps.Support and Wps.AppTarget as the serverl application
server. In the case of EPIC, each cluster application server has two actual application
servers instances that will have the same application deployethimbihem. The dmgr
(deployment manager) makes sure that the two nodes and the configured cluster are in
sync.

3.3 Software Products

The following list contains the installed products or related software packages with
version numbers.

1 DB2 7.9 Enterprise Serv&dition (ESE) for Linux 64 Bit

WebSphere Process Server (WPS) 7.0.0.3 for Linux x86 64 Bit

JRules Rule Execution Server (RES) 7.1.1.1

JRules WebSphere Bundle 7.1.1.1

JRules Rule Team Server (RTS) 7.1.1.1

JRules Decision Validation Service (DVS) 7.1.1.1

WebSphere Service Registry and Repository (WSRR) 7.0.0.3

Operating system for the instances: Red Hat Enterprise Linux 5.5 x86 64 Bit

= =4 =4 =4 A4 A -

3.4 Portals, Portlets and Portal Servers

A portal allows people to interact with applications, processes, documents and other
content in a personalized and rdlased fashion and allow contexievant resources to

be delivered via standard web browsers onto a variety of fixed and mobile computing
devices including PCs, laptops, tablets and smartph@vigsn EPIC, the portal seer is
provided by IBM WebSphere® Portal whislipports workflows, content management,
simplified usability and administration, open standards, security, and scalability. In the

© EPIC Consortium 14 Version 2.0- 23/06/2012



EPIC T Deliverable D4.1 -

context of EPIC platform deployment, these tools would enable Cities and other bodies to
build and manage their own web portals to which a variety of organisataltsgrovide
portlets.

A portal is created by a portakrver, which delivers portlets which are consumed by
standard welbrowser technology. Portlets are pluggable user interface software
components that are managed and displayed via the portal server. Portlets produce
fragmens of markup code that are aggregated to form the portal. The portal can be
considered as a series of tessellated windows each of which holds the display from an
individual portlet. In this way a portal can be created by a series of independent portlets.
The portal resembles a single weage but is in fact a series of aggregated services from
different content providers.

The Java Portlet Specification JSR168 is an open standard that enables interoperability
for portlets between different web portals. Thecification defines a set of APIs for
interaction between the portlet container and the portlet addressing the areas of
personalization, presentation and security. Use of JSR168 ensures that portlets from
different developers can be readily aggregatéal a portal by a portal server.

3.5 Platform Deployment Services

3.5.1 Deployment of web services (.war files) in Portal

The deployment of web services is done in several steps which are in detail described in
the EPIC platform deployment manual which can beadban the MYBBT repository. It

is not the objective of this deliverable to describe these steps again. Therefore the
interested reader is referred to this manual. Of more interest are the experiences made by
deploying the single pilot applications o thPIE platform. At the time this version of

the deliverable was prepared, the deployment was not completed. Therefore experience
reports of the pilots will be added to the annex of this deliverable as soon as the pilots
will make them available. This shoute completed till the next project review date end

of May 2012.

3.5.2 Calling a service in service catalogue from the portal

A very important topic concerning the deployment of services is the realization of web
service calls from a portlet. Therefore, this sabjwill be handled in the following
shortly.

Before starting in detail how to design portlets that call web serviEggjre 5 shows
how web services can be integ@ into a portal.

© EPIC Consortium 15 Version 2.0- 23/06/2012
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‘ User

formatio

User Registration/
Selfcare

Customization

Aggregation

Figure 5: Integration of web services into a portal

Main characteristics are:

1 Portlets can use the Websphere Web service functions

1 RPWS (Remote Portlet Web Services) allows interactive, -faserg web
services to be easily plugged into all portals.

1 Portal Administrators browse public or private UDDI directories for RPWS
services to plug into their portals as new portlets, without any programming.

One of the approaches that can be followed to consume @sewvéte in a portlet is
described in the following. The scenario used for this is to invoke an external web service
from a module on the Websphere Process Server (WPS) and reference it in Websphere
Portal through the URL.

Invoking or importing an external webervice is done via WebSphere Integration
Developer.

In a typical integration scenario there may be different systems running on different
software and different languages etc. A module of the WPS may often need to connect to
these external services. In sti@cases web service will be the right choice for connecting

to an external system.

If a module is connecting to an external web service or it is the intention that a module
shall invoke an external wedervice, the external web service has to be impantecthe
business process module. For importing an external web services in WebSphere
Integration Developer the fowing steps have to be taken.

© EPIC Consortium 16 Version 2.0- 23/06/2012
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1. The first step in importing a web service in WebSphere Integration Developer is to
copy the WSDL files to the module.

2. Once the WSDL has been copied to the module, open the Assembly Diagram

3. Drag the WSDL to the Assembly Diagram.

4. A dialog box will be opened asking the type of component to be created.

5. Select Ol mport with Web Service Binding

6 . From the web service port details dialc
porté option and click on Browse.

7. From the dialog box opened select the WSDL which has been copied as the Web
Service end point.

8. Click on OK on the next dialog box that appears.

9. You are done. The web service is imported to your Assembly Diagram. Use the
invoke component to call theeb service.

3.6 Smart City Services Catalogue

According to the EPIC DOW the purpose of the Smart City Services Catalogue is to
provide alist of the service offeringsvithin the EPIC Platform, which is extremely
important for governance and management withie solution. As new cities
introduce the EPIC Platform into their work new challenges arise. Standardised
mechanism for dealing witlifecycle management, licensing and cdstsshared cloud
infrastructure are just some of these issues which must dleeds

Therefore the Service Catalogue will contain information about applications that cities
can purchase from the EPIC platform under the Software as a Service (SaaS) model. In
addition the Service Catalogue will contain information on component sertfee
developers can purchase or license from the platform as components of applications that
they are developing either for the city administration or as direct market offerings.

For this two things are needed: Services descriptions and a tool forngatidi services
catalogue.

The pilot services are described in D4.2 in detail. Besides this some additional
information is needed for the services catalogue, e.g. what financial (pricihgaredc
statistical data should be provided via the service aaialoln particular financial data

are highly dependent on the business model underlying to the single services listed in the
catalogue. Other information which from the service owner perspective seems to be
valuable for publishing via the catalogue carstozed.

© EPIC Consortium 17 Version 2.0- 23/06/2012
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The population of the service catalogue isgomng during the activities of the living labs
according to the given project plan.

3.6.1 The Business Need for a Service Catalogue

It seems probable that eventually most software capabilities will bgeosdi and
consumed as services. Of course they may be implemented as tightly coupled systems,
but the point of usage to the portal, to the device, to another endpoint, and so on, will
use a servicbased interface. The service is the major construgublishing and should

be used at the point of each significant interface. Seoneated architecture (SOA)
allows us to manage the usage (delivery, acquisition, consumption, and so on) in terms
of, and in sets of, related services.

However in many rggects the naming of SOA is unfortunate. Whilst SOA is of course
about architecture, it is impossible to constrain the discussion to architecture, because
matters such as business design and the delivery process are also important
considerations.

3.6.1.1 Principles and Definitions
Here are the principles and definitions that will be usethe rest othis section:

Service: A Component capable of performing a task

Service Definition: A vehicle by which a consumer's need or want is satisfied according
to anegotiated contract.

Web service: A software system designed to support interoperable mattimachine
interaction over a network. It has an interface described in W8DEb Service
Definition Language)

ServiceOriented Architecture:  The policies, pratces, frameworks that enable
application functionality to be provided and consumed as sets of services published at a
granularity relevant to the service consumer. Services can be invoked, published and
discovered, and are abstracted away from the imgaigion using a single, standards
based form of interface.

3.6.1.2 The Service Architecture

Service is the important concept. Web Services are the set of protocols by which
Services can be published, discovered and used in a technology neutral, standard form.
SOA is not just an architecture of services seen from a technology perspective, but the
policies, practices, and frameworks by which it is ensured that the right services are
provided and consumed.

© EPIC Consortium 18 Version 2.0- 23/06/2012
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At the core of the SOA is the need to be able to managéces as first order
deliverables. It is the service that is constantly emphasized that is the key to
communication between the provider and consumer. So a Service Architecture is needed
that ensures that services don't get reduced to the statusrfzfcese rather they have an
identity of their own, and can be managed individually and in sets.

The purpose of a servicataloguas precisely to meet this need. The serdatloguas
a logical view of the available and used services for a particutandss domain, such as
Relocation or Urban Planning. It helps us answer questions such as:

What service do | need?
What services are available to me?
What services will operate together? (common semantics, business rules)

What substitute services are dable?

= =4 4 -4 -

What are the dependencies between services and versions of services?

Rather than leaving developers to discover individual services and put them into context,
the servicetis instead their starting point that guides them to a coherent set tHaddras
assembled for their domain.

The purpose of the serviaatalogues so that common specifications, policies, etc can
be made at theataloguelevel, rather than for each individual service. For example,
services in a&atalogueshould all follow thesame semantic standards, adhere to the same
security policy, and all point to the same global model of the domain. It also facilitates
the implementation of aumber of common, lowdevel business infrastructure services
that can be aggregated into othagher level business services from the same catalog.

3.6.1.3 The SOA Platform

The key to separation is to define a virtual platform that is equally relevant to a number
of real platforms. The objective of the virtual platform is to enable the separation of
services from the implementation to be as complete as possible and allow components
built on various implementation platforms to offer services which have no
implementation dependency.

The virtual SOA platform comprises a blueprint which covers the developameht
implementation platforms. The blueprint provides guidance on the development and
implementation of applications to ensure that the published services conform to the same
set of structural principles that are relevant to the management and consumef thiew
services.

So what is most important for the EPIC Service Catalog, is not the actual implementation,
but the actual protocols and methods supported and used by it.
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3.6.1.4 Summary

The goal for a SOA is a world wide mesh of collaborating services, whigbuateshed

and available in the Service Catalog. Adopting SOA is essential to deliver the business
agility and IT flexibility promised by Web Services. These benefits are delivered not by
just viewing service architecture from a technology perspectivehenddoption of Web
Service protocols, but require the creation of a Service Oriented Environment which
includes a Service Catalog:

1 Service is the important concept. Web Services are the set of protocols by which
Services can be published, discovered amdi uis a technology neutral, standard
form.

1 SOA is not just an architecture of services seen from a technology perspective,
but the policies, practices, and frameworks by which it is ensured the right
services are provided and consumed.

1 Rather than leaving developers to discover individual services and put them into
context, the Servic€atalogues instead their starting point that guides them to
coherent set that has been assembled for their domain.

3.6.2 Protocols and APIs

3.6.2.1 Service Description

The Web Services Description Languages an XML -based language that is used for
describing the functionality offered by\&eb service A WSDL descripbn of a web

service (also referred to asNSDL filg provides a machineeadable description of how

the service can be called, what parameters it expects, and what data structures it returns.
It thus serves a roughly similar purpose asnathod signaturén a programming
language.

Since creating and editing WSDL XML files by hand is difficult and error prone, in most
cases the WSDL files are generated automatically by the development tool,ssuch a
Eclipse. This means that no WSDL templates are necessary. The development tool
guarantees that the produced WSDL file is validated XML.

The WSDL describes services as collections of network endpoints, or ports. The WSDL
specification provides aiXML format for documents for this purpose. The abstract
definitions of ports and messages are separated from their concrete use or instance,
allowing the reusef these definitions. A port is defined by associating a network address
with a reusable binding, and a collection of ports defines a service. Messages are abstract
descriptions of the data being exchanged, and port types are abstract collections of
suppated operations. The concrete protocol and data format specifications for a
particular port type constitutes a reusable binding, where the operations and messages are
then bound to a concrete network protocol and message format. In this way, WSDL
describeghe public interface to the Web service.
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WSDL is often used in combination wilOAP and anXML Schemato provide Web
services over thénternd. A client program connecting to a Web service can read the
WSDL file to determine what operations are available on the server. Any special
datatypesised are embedded in the WSDL file in the form of XBthema. The client

can then use SOAP to actually call one of the operations listed in the WSDL file using
XML or HTTP.

3.6.2.2 Service Publishing

To publish a Web Services Description Language (WSDL) file you need an enterprise
application, also known as anterprise archive (EAR) file, that contains a Web services
enabled module and has been deployed into Web Application Server. These EAR files
are created by the development tool, such as Eclipse, used by the programmers. These
development tools allow forhé creation of EAR files tailored for specific target
platforms. For instance, a WebSphere Application Server, an Apache Tomcat
Application Server, or an SAP Application Server, for example.

The purpose of publishing the WSDL file is to provide clientthvai description of the
Web service, including the URL identifying the location of the service. The WSDL files
for each Web servicemnabled module are published to the file system location you
specify. You can provide these WSDL files to clients thattwaninvoke your Web
services. They are normally made accessible via a Web Server URL on the platform.

3.6.2.3 Service Discovery

The first method developed for Service Discovery wasib®I (Universal Description,
Discovery, and Integration) protocol. However, this is now considered a legacy protocol
by the industry because of reasons described below. A new staWdelndServices
Dynamic Discovery (WS-Discovery), will replace it. Norikeless, support for this
legacy protocol is an important consideration for the Service Catalog.

UDDI is a platformindependentExtensible Markup Languad&XML) -based registry by
which businesses worldwide can list themselves onltibernef and a mechanism to
register and locateveb serviceapplications. UDDI is an open industryitiative,
sponsored by the Organization for the Advancement of Structured Information Standards
(OASIS), for enabling businesses to publish service listings and discover each other, and
to ddine how the services or software applications interact over the Internet.

UDDI was originally proposed as a covéeb servicestandard. It is designed to be
interrogated bySOAP messages and to provide accessMeb Services Description
Language(WSDL) documents describing the protocol bindings and message formats
requred to interact with the web services listed in its directory.

SOARP, originally defined asimple Object Access Protocglis aprotocolspecification
for exchanging structured information imet implementation ofWeb Servicesin

computer networkslt relies onExtensible Markup Languag(XML) for its message
format, and usually relies on oth&pplication Layerprotocols, most notablidypertext
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Transfer Prtocol (HTTP) and Simple Mail Transfer ProtocolSMTP), for message
negotiation and transmission.

SOAP can form the foundation layer ofv@b services protocol stacgroviding a basic
messaging framework upon which web services can be built. This XML based protocol
consists of three parts: an envelope, which defines vghiat the message and how to
process it, a set of encoding rules for expressing instances of appldetioad
datatypes, and a convention for representing procedure calls and responses. SOAP has
three major characteristicExtensibility (security and WS8outing are among the
extensions under developmenbeutrality (SOAP can be used over any transport
protocol such agiTTP, SMTP, TCP, or JMS) andIindependence(SOAP allows for any
programming model).

UDDI has not been as widely adopted as its designers had HgpédMicrosoft, and

SAP announced they were closing their public UDDI nodes in January 2006. The group
defining UDDI, the OASIS Universal Description, Discovery, and Integration (UDDI)
Specification Technical Committee voted to complete its work in late 2007 and has been
closed. In September 2010, Microsoft announced they were removing UDDI services
from future vermns of theWindows Serveoperating system.

Web Services Dynamic Discovery(WS-Discovery) is a technical specification that
defines amulticastdiscovery protocol to locate services on a local network. As the name
suggests, the actual communication between nodes is donengirgervicestandards,
notably SOARPoverUDP. The protocol was originally developed BBEA Systems
Canon Intel, Microsoft, and WebMethods On July 1st 2009 it was approved as a
standard bYDASIS. SOAP-over-UDP is anOASIS standard covermthe publication of
SOAP messages ovedDP transport protocol, providing for On&ay and Request
Response message patterns.

UDDI provides acentral registry to store information about available services. It supplies
a cataloguewhere consumers can find services that meet their needs. This phonebook
like directory of information allow consumers to find services by name, address, contract,
cate@ry, or by other data. UDDI can be thought of as the DNS of Web services.

On the other hand, WBiscovery provides a protocol to discover services that are
coming and going from a network. As a service joins the network, it informs its peers of

its arrivalby broadcasting a Hello message; likewise, when services drop off the network
they multicast a Bye message. WS scovery doesnoét rely on
information about all available services as UDDI does. Rather, each node forwards
information alout available services in an ad hoc fashion. This reduces the amount of
network infrastructure needed to discover services and facilitates bootstrapping.

UDDI provides basic publish and discovery of Web service descriptions. It does not
provide a standard repository capable of storing artifacts, nor governance capabilities for
managing the entb-end life cycle of the various types of artifacts relatedewvises.

UDDI has other limitations as well. For example, UDDI data model is restrictive which
puts constraints on both the information that can be managed as well as the ability to
support different usage models e.g. development, runtime, and manageimens due

to the fact that the classification system used in UDDI is highly technical taxonomy
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which fails to capture the web service semantic that is required to fully exploit the
potential of web services i.e. dynamic discovery, selection, and bintiDp| also
requires multiple communication exchanges to perform a single operation, which may not
be suitable for all environments.

3.6.2.4 Service Catalogue Access

The main interface is a Web application deployed with the WSRR runtime. This supports
all of you user roles, offering lookup, browse, retrieve, publish, and annotate
capabilities, as well as governance activities, such as import/export and impact analysis.

The Web user interface supports customizable views of WSRR content represented to a
user. A st of user interface definition files describes the content and layout of the
various components that make up the Web user interface. The concept -ofleser
specific perspectives is supported. WebSphere Service Registry and Repository comes
with a set ofpredefined perspectives for the most common user roles, but you can
customize the predefined ones or introduce new;gpéeific perspectives.

WebSphere Service Registry and Repository provides both Java and Web services
interface for searching, updatingreating and deleting service description and associated
metadata. For developing applications by using the ARERR has a Java application
programming interface (API) so that you can develop Java applications that access
WSRR at runtime to find the mioappropriate web service to use. WSRR integrates with
development tooling using an Eclipse piago support lookup, retrieval and publishing

of service metadata.

IBM, Microsoft, HP and Intel recently published a roadmap for converging Web Services
stardards for resources, events and management, which will result in new specifications
e.g. WSResourceTransfer and \AEy/entNotification, and new versions of existing
specifications e.g. W®letadataExchangeThe WebSphere Service Registry and
Repository willhave a standards based Web Services interface.

WebSphere Service Registry and Repository is a J2EE application that installs on top of a
WebSphere Application Server. Persistence is provided by IBM metadata management
technology (Metadata Server) whiatteracts with a Relational Data Base configured
through the Application Server. WebSphere Service Registry and Repository provides
both Java and SOAP APIs. Basic CRUD operations as well as governance operations and
a flexible query capability based on XRare provided through both APIs. The product

also has a webased user interface for users representing different roles to interact with
the WSRR, supporting lookup and publish scenarios, metadata management and analysis
scenarios, and functions that popt SOA governance.

During development, you can perform tasks such as creating documents in WSRR by
using the Welbased user interface (Ul). If you are developing applications in an Eclipse
environment, you can also use an Eclipse fugl to perform taks such as searching

for and uploading services to WSRR.
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The WSRR API allows you to develop applications that can access WSRR at runtime to
find the most appropriate webservice to use.

There are three aspects of the Java programming model:
1 The represent®n of the content of WSRR.
1 The support for creating, retrieving, updating, and deleting content in WSRR.
1 The support for querying WSRR.

The API is based on Service Data Objects (SDO) Version 2. All artifacts that are stored
in WSRR are represented BYpO. The WSRR types have both data value properties and
data object properties, that are referred to as relationships in WSRR. All WSRR SDO
types support open content properties, properties that are defined on an individual
instance of a type.

The WSRR APis made available through EJB, web services, and REST interfaces.

3.6.3 EPIC Service Catalogue Use Example

Here is a brief description of the EPIC Servicatalogueas it is implemented using
WebSphere Resistry and Repository (WSRR). The WSRR instance lsyetb@s a
WebSphere Application Server on one of the machines used for the EPIC platform. An
individual machine running WebSphere can run and manage several individual
WebSphere Servers performing completely different functionality in a total system. Fo
example, the WebSphere Portal Server, which is used as the host for the EPIC Portal and
the portlets, is a specially dedicated and configured WebSphere Application Server. This
can be started, stopped and managed independently from other dedicatech&ebSp
Application Servers on that machine. So in our case, the WSRR is deployed on the
collection of machine that we call the EPIC Platform, but it is not logically or physically
part of the EPIC Portal itself.

Since we are still doing development work this, although it is deployed on the
Internet, it is not available for open access to all users. The TCP/IP port is blocked by the
local firewall. Access is achieved by SSH tunneling to the physical machine where the
WSRR is located. The login accesonly enabled to be done with Public/Private Keys.
Once the tunnel is open, the local browser can access the WSRR interface as if it was a
direct URL connection to the WSRR through the Internet. For later stages, this will be
opened up for all usersnad they will simply access the URL Access will be controlled
using normal userids and passds

When the tunnel is open, and the browser opens the URL, the login screen is presented
(seeFigure6) Note that the hostname is localhost, since this is a tunnel from the local
system to the remote system. We create our tunnel sessions using the PuTTY tool:
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Login

Enter your information,

User name:

Password:

Note that after a period of inactivity the
system will sign you out automatically
and ask you to sign in again,

Login

Figure 6: EPIC Service Catalogue The Login Page

After a successful login, the user will have a choice of perspectives, based on the
profile(s) available to the uséseeFigure?7). Note that at the moment, the interface is
very cluttered. One of our tasks is to simplify and customize this for the EPIC user roles.
That is, a developer will see a different set ofick® than an administrator, or another
class of user role. This is described in Service Cataldgcess above.
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Figure 7: EPIC Service Catalogue The Start Page

Note the two boxes on the left of the screen, Business OlgjrdtService Documents.

The service documents include the WSDL files for individual Web Services. Business
Objects can contain, among other things, sets of services that together form an
application.

The Service Documents can be populated in two wAygser can manually enter a URL

of a service, which will pull the WSDL file, and any files included by the WSDL (XSD,
etc.) into the repository. The other way to populate the repository is using Service
Discovery. Here an XML configuration file is credtmanually, which specifies a target
system, which is then scanned for available services. Basically, this just means the IP
address and the SOAP port for the Web Service Application Server. THaisb&ery
protocol then exchanges messages between BiRRAand the target system, passing the
Web Service WSDL and other files from the target system, to the WSRR.

Here is an example of a configuration for a disco\(segFigure8) . The host and port
elements are used to define the target system SOAP port. Additionally, a target system
may have additional security configured, which requires credentials to scan the services
on a system.
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Figure 8: EPIC Service Catalogud Service Discovery Configuration

When the discovery process has been started and completed, any WSDL documents for
the services found on the target system will now be listed when the users selects WSDL
Documents from the Sape Documents box, pictured above. FHKgure 9 we see a

number of services from the Fraunhofer Ins&it(FKIE) that are used in the Relocation
Pilot.
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Figure 9: EPIC Service Catalogue- List of FKIE Services

By clicking on an individual service, an overview of all the information kmaout this
service can be displayddeeFigure 10). From here an administrator can wdudkther

with the service information; adding additional information, properties and defining
relationships to other entities in the catalog.
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Figure 10: EPIC Service Catalogue- FKIE ServiceOverview

The content tab showkea actual WSDL for the service itself:
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Figure 11: EPIC Cataloguei FKIE ServiceWSDL

For programmers and knowledge workers alike, the automatically generated graphical
view of the service is very userful:
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